SUMMARY REPORT OF HEARING BY SUBCOMMITTEE ON FEDERAL FINANCIAL MANAGEMENT, GOVERNMENT INFORMATION, FEDERAL SERVICES, AND INTERNATIONAL SECURIY OF SENATE COMMITTEE ON HOMELAND SECURITY AND GOVENMENTAL AFFAIRS
March 12, 2008

SUBJECT:    Agencies in Peril:  Are We Doing Enough to Protect Federal IT and Secure Sensitive Information?

INTRODUCTION

The hearing was held on 3/12/08.  The purpose of the hearing was a follow-up discussion on OMB’s 2007 report to Congress on agencies’ FISMA compliance and to focus on what proactive steps can be taken by Congress and agencies to help further ensure sensitive information is secure and prevent intrusion by malicious users.   
The key issue is whether changes to FISMA provisions may be proposed by the Subcommittee.
Opening statements were provided by Senator Tom Carper, Chairman, Subcommittee on Federal Financial Management, Government Information, Federal Services and International Security and Senator Norm Coleman, Ranking Member, Investigations Subcommittee.   Each expressed concerns about ensuring that personally identifiable information (PII) is adequately protected and the continuing problem with breaches of PII.  Chairman Carper also commented about the problems with continued attempts at unauthorized access to government information systems and that agencies have become complacent, just checking boxes to show they are complying with this important security legislation.
Testimony was provided by Karen Evans, Administrator, Office of Electronic Government and Information Technology, OMB; Greg Wilshusen, Director of Information Issues, GAO; and Tim Bennett, President, Cyber Security Alliance, Panel 1.
The CIOs of VA, Department of State, Nuclear Regulatory Commission, and the Chief Information Security Officer, AID provided testimony, Panel 2.
The link to Senator Coleman’s opening statement and witness prepared statements is attached.   Chairman Carper’s opening statement is not attached electronically to the link.
http://hsgac.senate.gov/index.cfm?Fuseaction=Hearings.Detail&HearingID=531
This report includes highlights from Panel 1 witness statements and Panel 1 and Pane 2 Questions/Answers.

HEARING WITNESS STATEMENT HIGHLIGHTS, PANEL 1
Karen Evans, OMB
Administrator Karen Evans did not follow her prepared statement.  The first item she discussed was the importance of the SmartBUY GSA Schedule Contract Blanket Purchase Agreement (BPA) Data at Rest awards to 11 vendors for encryption products and that the BPAs can be used by State and local governments to place orders for the products.  (NOTE:  The early reference to the SmartBUY BPA for encryption products was likely intended to show the Government is taking effective action on PII issues contained in opening remarks of Chairman Carper and Senator Coleman.)
She stated the number of security incidents reported increased from 5,146 in FY 2006 to 12,986 in FY 2007 as shown in the 2007 FISMA report and that she believes the increase in the reported number was the result of  better reporting by agencies as the result of improved awareness in the need for rapid reporting.
Administrator Evans next discussed the importance of the of  Trusted Internet Connections (TIC) program and the Einstein tool deployment  to reduce the number of Internet connections and to collect and share information on attempts to access government systems with the objective of using this information wisely. 

She then briefly noted the importance of the HSPD-12, IPv6, Continuity of Operations planning, and ITLOB programs and concluded by commenting all of the described programs enable agencies to better manage protection  of their resources.

Greg Wilshusen, GAO
Mr. Wilshusen said agency systems are being continuously targeted.

He said agencies have reported progress in implementing control activities, but persistent weaknesses in agency information security controls threaten the confidentiality, integrity, and availability of federal information and information systems, as illustrated by the increased number of reported security incidents.
He said opportunities exist to enhance policies and practices related to security control testing and evaluation of information security performance metrics and independent evaluations.  Until these opportunities are seized  and fully exploited  and the hundreds of GAO and IG recommendations to mitigate information security control and agencywide information security programs are fully and effectively implemented, federal information and systems will remain at undue and unnecessary risk.

Tim Bennett. Cyber Security Alliance 
Federal agencies scored an average grade of  C- on 2007’s FISMA information security score card, which was a slight increase from the D+ grade on the 2006 report.  Some argue that FISMA does not adequately measure information security: a high FISMA grade doesn’t mean that an agency is secure, and vise versa.  That is because FISMA grades reflect compliance with mandated processes which do not, in his view, measure how much these processes have actually increased information security.   In particular, the selection of security controls is subjective and is not consistent across Federal agencies.  Agencies determine on their own what level of risk is acceptable for a given system; they can then implement the corresponding controls, and certify and accredit them and thus be compliant and receive a high grade, regardless of the level of risk they have deemed acceptable.  Mr. Bennett’s prepared statement contains eight recommended improvements to FISMA implementation.  At the end of  Panel 2 Questions/Answers, Chairman Carper requested that each of  the Panel 2 witnesses provide comments on Mr. Bennett’ recommended improvements to FISMA implementation.
QUESTION/ANSWER HIGHLIGHTS
Senator Tom Coburn, Ranking Member, Subcommittee on Federal Financial Management, Government Information, Federal Services and International Security was present for initial questions of the Panel 1witnesses.

Panel 1
1. Senator Coburn inquired how much of FISMA is paperwork and how much is real security?

Answer.  Karen Evans.  It is more than paperwork.  Each agency is to look at the quality of its security review.

2. Senator Coburn inquired what do we need in a reauthorization bill to work toward ensuring security vs. compliance?

Answer.  Karen Evans.  Use NIST guidance and work to have a very specific checklist in each agency. 

3. Senator Coburn asked what if we have an agency that is compliant and not secure?  What do you do?

Answer.  Karen Evans.  We go in to review to ensure proper controls are in place.  We use certifications and accreditations to review processes.

4. Senator Coburn inquired if  IGs and the GAO test for security vs. administrative compliance?

Answer.  Greg Wilshusen.  Not better off in security posture because of implementation issues.  Have concerns about consistency of evaluations.
5. Senator Coburn asked do you think that CERT has captured all of the information on security incidents?

Answer.  Greg Wilshusen.  No, they  only have what has been reported.

6. Chairman Carper asked are we measuring the right information.
Answer. Greg Wilshusen.  Are some other measures that are appropriate.

Answer. Karen Evans.  Have added some additional areas such as privacy.
7. Senator Coleman said they hear back from agencies they do not have the people and skills to do the testing and that some of these issues are not unique to the Federal  government.

Answer.  Karen Evans.  She mentioned the Data at Rest BPA for encryption products is available for Federal agencies and State and local governments and that OMB published guidance on the Federal Desktop Core Configuration.  NIST and the Department of Homeland Security are assisting agencies with the adoption of common security configurations.
8. Chairman Carper inquired about the increase in the number of incidents reported in FY2007 vs. FY 2006?
Answer.  Gregg Wilshusen.  The best category to focus on for further review is Incidents under Investigation.  The OMB  FY 2007 FISMA Report shows there were 4,056 incidents Under Investigation out of  12,986 Total Incidents Reported.
9. Chairman Carper said the credit card companies are beefing up their staffs to counter threats.  What can we learn from this?

Answer.  Tim Bennett.  .Senior official information needs to be protected from theft such as economic data.

10. Chairman Carper inquired about what incentives can Congress put in place to assist with FISMA?

Answer.  Karen Evans.  This has been an Administration priority including the Score Card.  Can be a tendency to focus on the bad things.   Needs to be recognition for work that is well done.   This goes a long way to help improve operations.
Answer.  Tim Bennett.  You will get the best security when there is individual accountability.  He agreed there needs to be recognition for work that is well done.
11. Chairman Carper asked what can we do to provide better oversight?

Answer.  Tim Bennett.  There are incremental steps to protect information.

Answer.  Karen Evans.  Suggested some clarification is needed.  She said agencies understand FISMA.  Do not want to change FISMA activities.

Panel 2
1. Chairman Carper asked AID Chief Information Security Officer Philip Heneghan how he explained the success at AID in improving their FISMA security score and if other agencies have come to AID to review their security processes?
Answer.   Philip Heneghan.  They moved responsibility for certification, accreditation and testing to system owners and he said other agencies have visited AID to review the security  program.
2. Chairman Carper asked each of the Panel 2 witnesses to provide their point of view of FISMA.

Answer.

VA.  Robert Howard said FISMA metrics are okay.  It is a matter of discipline.  The problem is getting people behind the law.  VA has an intense effort in place.  Prior to this. VA had not done well.

State.  Susan Swart said FISMA can be improved by focusing on awareness.  A common yardstick is needed across government for measurement.
NRC. Darren Ash.  A consistent approach is needed how IGs approach their audits.  

AID.  Phil Heneghan.  Think OMB could ask for a change in reporting metrics.

3. Chairman Carper inquired if there is anything else they have learned?
Answer.  

NRC, Darren Ash.  Need to get away from a paperwork exercise.

State, Susan Swart.  Need to standardize on metrics.  Need to get away from focus on paperwork.

AID, Philip Heneghan.  Said they are using technology that is available for their security program.  Also, IGs would like to have a say in FISMA review to help achieve greater uniformity.
VA, Robert Howard.  In incident reporting they have a policy if they think a security issue may be an incident they report it.

4. Chairman Carper asked what are other significant issues?
Answer.

VA, Robert Howard.  Training and education and need to take disciplinary action as needed.

State, Susan Swart.   Do additional training.

NRC, Darren Ash.   Do additional training on the requirements and testing.  Identify weaknesses and successful testing programs.
AID, Philip Heneghan.  Ensure greater awareness of incident reporting.
5. Chairman Carper asked what advise do you have for us?

Answer.

VA, Dan Howard.  Keep the pressure on.

NRC, Darren Ash. Need to implement common solutions.

AID, Philip Heneghan.  Suggested not changing FISMA.

6. Chairman Carper requested that Panel 2 members  volunteer in providing comments on  the eight recommendations contained in Tim Bennett’s prepared statement.
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