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INTRODUCTION

The Senate Governmental Affairs Committee held a hearing on March 2, 2000 on Cyber Attack: Is the Government Safe.  The purpose of the hearing was to review the ability of the Federal Government to protect against and respond to potential cyber attacks.

The hearing was also in follow-up to S.1993, Government Information Security Act of 1999 which was introduced on November 19, 1999 by Chairman Fred Thompson and Ranking Member Joseph Lieberman.

Witnesses were:

Panel 1

Mr. Kevin Mitnick

(reformed hacker)

Panel 2

Mr. Jack Brock

Director, Governmentwide and Defense Information Systems,

GAO Accounting and Information Management Division

Ms. Roberta Gross

Inspector General

NASA

Panel 3

Mr. James Adams

Security Consultant, iDefense, Inc.

Mr. Ken Watson

Manager, Critical Infrastructure Protection, Cisco Systems

Chairman Fred Thompson conducted the hearing.  Ranking Member Joseph Lieberman and Senators Susan Collins, Daniel Akaka and John Edwards attended the hearing.

The remainder of this report contains key extracts from member and witness statements and questions/answers from each of the panels.

STATEMENTS

CHAIRMAN THOMPSON

This Committee spent considerable time in the last Congress examining the state of Federal Government information systems.  Numerous hearings and GAO reports uncovered and identified systemic failures of Government information systems which highlighted our nation's vulnerability to computer attacks.

We directed the GAO to study computer security vulnerabilities at several Federal agencies.  From these and other reports, we learned that our nation's underlying information infrastructure is riddled with vulnerabilities which represent severe security flaws and risks to our national security, public safety and personal privacy.

Year after year, this Committee continues to receive reports detailing security breaches at these same agencies.  

What is most alarming to me is that after all this time, and all these reports, there is still no organization-wide approach to preventing cyber attacks.

The reports highlight that an underlying cause of Federal information security vulnerabilities is inadequate security program planning and management.  

When GAO studied the management practices of eight organizations known for their superior security programs, GAO found that these organizations managed information security through continuous management activities which included specific practices to support their information security principles.  We think this is lacking in the Federal Government.

We think agencies must do more than establish programs and set management goals--agencies and the people responsible for information systems in those agencies must be held accountable for their actions.

It is clear to me what needs to emerge in Government, is a coordinated and comprehensive management approach to protecting information which incorporates the efforts already underway.  The objectives of such an approach should be to encourage agency improvement efforts and measure their effectiveness through an appropriate level of oversight.

We concluded that a more complete and meaningful statutory foundation for Government is needed.  That is why Senator Lieberman and I introduced S.1993, the Government Information Security Act at the end of last year.  

Our bill begins where the Paperwork Reduction Act of 1995 and the Clinger-Cohen Act of 1996 left off.  These laws, and the Computer Security Act of 1987, provide the basic framework for managing information security.  We view the introduced bill as just the beginning and recognize that these are not the only things that need to be done.

RANKING MEMBER LIEBERMAN

The reach of the Internet is the story of the close of the 20th Century and the opening of the next century.

We will have to protect information and the confidentiality of information stored in Government computers.  Information in far too many cases today is wide open to exploitation.  

The fact that GAO has labeled Government information security High Risk is unacceptable.  We must get these systems off the list.

The hacking of Government sites is becoming a near daily occurrence.

The underlying problem according to the GAO is poor management.  Concentration on security has not grown with the use of computers.

There is a need to increase training of our cyber work force.  There is need to keep the Government informed re changes in IT security.

We consider S.1993, which we introduced last fall, a work in progress.

PANEL 1

Kevin Mitnick

I have 20 years experience circumventing information security measures and can report that I have successfully compromised all systems that I targeted for unauthorized access except one.  I have two years experience as a private investigator, and my responsibilities included locating people and their assets using social engineering techniques.

I have gained unauthorized access to computer systems at some of the largest corporations on the planet and have successfully penetrated some of the most resilient computer systems ever developed.  I have used both technical and non-technical means to obtain the source code to various operating systems and telecommunications devices to study their vulnerabilities and their inner workings.

Companies have spent millions of dollars on firewalls.  This is money wasted that doesn’t address a company's weakest link, its employees.

I have learned key information from employees.  Company employees are easily manipulated to gain information.

PANEL 2


Mr. Brock

A key question is the adequacy of security controls.  

Several years ago we started penetration testing of agency systems.  We have been quite successful in breaking in.  EPA had almost no protection.  At another agency we used social engineering to get in.  We get in a building and walk around.  At agency after agency, we found a number of reasons for easy entry to systems.

We have, at your request, looked at organizations with good security controls. We found that underlying problem areas were addressed in those organizations.

One of the key things about your proposed bill, S.1993, is the focus on the management aspect of security which is very important. 

· First of all, it incorporates best practices.

· It requires a risk-based management approach.  If you do not understand risks, you will likely not have good controls.

· Each year, each agency shall have an independent audit performed of the information security program and practices of that agency.

· It approaches security from a Governmentwide perspective taking into account the varying security needs of both national security and civilian agency operations.

Two features that should be considered in the bill are the need for better-defined security control standards and the need to clarify and strengthen leadership for information security across Government.  More specific guidance could be developed in two parts:

· A set of data classifications that could be used by all Federal agencies to categorize the criticality and sensitivity of the data they generate and maintain.

· A set of minimum mandatory control requirements for each classification.

Ms. Gross

My testimony is based on the audits, reviews and criminal investigations performed by the NASA Office of Inspector General (OIG).  I also head a legislative working group reviewing S.1993 comprised of representatives from the President's and Executive Councils on Integrity and Efficiency (PCIE/ECIE).   These representatives by and large agree that the S.1993 is a very positive

step in highlighting the importance of centralized oversight and coordination in responding to risks and threats to IT security.

It is worthwhile to look at the mobilization of the Federal Government in addressing the Y2K Problem.  That effort highlights what agencies can accomplish when there is sufficient priority placed on an initiative by the President, OMB, agency heads, the CI0s, GAO, IGs, as well as the Congress in the exercise of its oversight authority.

The proposed bill gives wide latitude to OMB to take any authorized actions including involving the budget or appropriations management process to enforce agency accountability for information resources.  Further, the Deputy Director for Management of OMB, to whom the Director may delegate responsibilities, has a unique vantage point to coordinate efforts across the Government by virtue of his/her role as Chair of the President's Management council, the PCIE/ECIE and Chief Financial Officer and CIO Councils initiatives.

The agency heads occupy the "bully pulpit".  They set the priorities of the Federal Government by their personal involvement.  It needs to happen in the IT security effort. The agency heads have to make clear that the current agency cultures, which permit very simple and avoidable vulnerabilities to occur and reoccur, are no longer acceptable.

The Act assigns considerable responsibility to CIOs for developing and maintaining agency information security programs, including assisting senior program managers in their responsibilities.  Requirements of the bill alone, however, will not ensure the CIOs' success.  Most participants in the PCIE/ECIE working group felt that agency CIOs lacked the leverage and control of the resources necessary to successfully develop, implement and evaluate their agencies' information security programs.  Congress will have to maintain oversight of the agencies' empowerment of their CIOs.

S.1993 provides for responsibility of the IGs appointed under the IG Act of 1978 (5 U.S.C. App.) to perform annual evaluations and tests of the agencies' compliance with the IT security requirements of the Act.  Alternatively, an independent auditor, as determined by the IG of the agency, can perform the annual evaluation requirements.

Panel 3
Mr. Watson

There are many ways to organize security technologies and activities, it's important to choose one and then carry it out.  Cisco's is called the Security 

Wheel, where the security functions (Secure, Monitor and Respond, Test, Manage and Improve) in effect operate around the Corporate Security Policy.

A basic tenet of military combat engineers is that an unobserved obstacle will eventually be breached.  The same is true in networks.  Hackers will eventually figure out a way through or around static defenses.  The number and frequency of computer attacks is constantly on the rise, there are no vacation periods.

The next stop on the wheel is testing the network.  Organizations should scan their own networks regularly, updating electronic network maps, determining what hosts and services are running and cataloging vulnerabilities.  They should also bring in experts to conduct independent network security posture audits once or twice a year to provide a more thorough assessment of vulnerabilities and to get independent, outside recommendations regarding countermeasures, security patches and other improvements.

Finally, there must be a feedback loop in every "best practice".  System administrators must be empowered to make improvements. Senior management must be held accountable for network security.  Only by collecting and managing appropriate network security data through audit logs, intrusion detection and response systems and network scans, can management make intelligent decisions and improve the network's security.

In the short term, the best thing any company or Government entity can do is to conduct a security posture assessment along with a risk assessment, to establish a baseline security state.  Without measuring where you are, you can't possibly figure out where to go or how to get there.

For the long term, the best thing we can do together is to close the alarming skills gap.  The requirements for highly skilled security specialists is increasing faster than all the training programs combined can produce qualified candidates.  We in the private sector are building and maintaining state-of-the-art security training programs, and we're collaborating with education institutions and training partners to provide a wide base for delivery.  We're also helping the Office of Personnel Management to identify knowledge, skills and abilities, ongoing training requirements and career management and mentoring ideas for a Federal IT security workforce.  This human resources issue is by far the most critical information security problem we face, and the solution must be based on Government, industry and academic collaboration.

Mr. Adams

We are currently in the midst of a revolution, the Information Revolution, which calls for dramatic bold steps in the area of securing cyberspace.  The old ways of doing business don't work any more.

It is in this context that the Thompson Lieberman bill takes a crucial step forward.  By shaking up the current culture of lethargy and inertia gripping the Federal Government with a proposal to put teeth into OMB's oversight of computer security issues this bill is a solid step in the right direction.

Already, as we plunge headlong and terribly ill-prepared into the Knowledge Age, we are beginning to receive the initial casualty reports and to witness firs-hand the cyberthreats that, if allowed to fully mature, could cause horrendous damage to society.

The recent Denial of Serve attacks include some of the household names of e-commerce--Yahoo, eBay, Amazon.com, CNN, ZDNET and E*Trade.  Targeted sites received hits on their servers of up to 1 Gigabyte of data per second, and were unavailable to the general public for anywhere from 30 minutes to several hours.

From the headlines, you would think that these attacks suggested the end of the cyberworld as we know it.  These were mere pinpricks on the body of e-commerce.  Consider instead that some 30 countries have aggressive offensive Information Warfare programs and all of them have America firmly in their sights.

The hacker today is much more likely to be in the employ of a government, of big business or organized crime.

How has the Government responded so far?  Well, there has been the usual President's Commission and the National Plan which arrived seven months late and wasn't a plan at all but an invitation to have more discussions.

What is needed is an outside entity--with real power--to implement drastic change in the way Government approaches technology and the underlying security of its systems. Currently, jurisdictional wrangling, procurement problems and a slew of other issues are seriously hampering government's ability to stay current with the rapid pace of the Information Revolution.  The Thompson-Lieberman bill provides a framework to begin sorting through this mess.

What is needed most is a person or entity that will draw on skill sets in many areas that will overlap that of the CIO, CFO, CSO and most of the other officers or entities.  Let's give this new person the title of Chief of Business Assurance, or perhaps the Office of Business Assurance (OBA) to relate it directly to the Federal Government.  

The OBA's task would be to continuously gather and synthesize infrastructure-related trends, to intelligently evaluate the technological context within which the organization operates, to identify and assess potential threats and then to suggest defense action.

QUESTIONS/ANSWERS

Panel 1 Q/As

Q.1 Chairman Thompson.  Based on what you have said, this makes you wonder what a foreign nation could do.  Isn't this true?

A. Mr. Mitnick.  Yes.

Q.2 Chairman Thompson.  Re training for our personnel, what can we do?

A. Mr. Mitnick.  Believe that Government employees and in the private sector must be made more aware of security issues and the need for education and training to let them know how they have a key role in protecting information. Simply by making phone calls to Motorola, I was able to obtain source code to computer programs.

Q.3 Chairman Thompson.  We want to address specific training that should be given.

A. Mr. Mitnick.  Think this is important.  There has to be a way to figure out what the Government can do.  This depends on trained managers and employees.

Chairman Thompson.  There is no comprehensive management scheme in place.  Think we need to cut through the issues that need to be done.

Q.4 Ranking Member Lieberman.   As we confront this problem re daily and weekly breakins, there is question why people become hackers?

A. Mr. Mitnick.  My motivation was the quest for information, the thrill of breaking in.  My goal was not to cause damage.

Q.5 Ranking Member Lieberman.   You did not profit from this?

A. Mr. Mitnick. No.

Q.6 Ranking Member Lieberman.  Were you aware you were violating the law?

A. Mr. Mitnick. Yes.  I was not doing an analysis of the issues.  I was concentrating on what was needed to break-in.

Q.7 Ranking Member Lieberman.  Do you feel the techniques you used are still useful?

A. Mr, Mitnick.  Exploiting the human element is still an issue today.  If somebody has the resources, can break in to any computer.  Management is very important re controlling access.

Q.8 Ranking Member Lieberman.  You described "social engineering" used to obtain information through employees.  How much of penetration depends on the human side?

A. Most of the hacking is exploiting weaknesses in software and computer operating systems.  Think it is important for manufacturers to update their products.

Q.9 Senator Collins.  I was struck by your emphasis on the human element.  This suggests we may be overlooking the human element .   Should we place emphasis on management or lower levels?

A. Mr. Mitnick.  Think greatest risk is at the lower level.  Think this level is very exploitable.

Q.10 Senator Edwards.   Do you believe addictive behavior is involved with hacking?

A. Mr. Mitnick.  Don't think so.  

Q.11 Senator Edwards.  In 20 years experience, you have been very successful in hacking into systems.

A. Mr. Mitnick.  "Social engineering" is an important factor.  My goal was obtaining all the information that I could.  

Panel 2 Q/As

Q.1 Chairman Thompson.  In February 1997, GAO had a series of reports that included Security as a high risk program.  In March 1998 GAO reported widespread deficiencies, and in September 1998 GAO said serious weaknesses place Federal assets at risk.  Your last report points out we still have serious deficiencies.  We have a number of pieces of legislation on security, but until people are held accountable, nothing is going to change.  With the Results Act we are talking about results.  First of all, is my assessment off base? 

A. Mr. Brock.  Agree with your premise that a bill is needed that requires good management.  Think the features in your bill including the annual independent assessments will give an opportunity to take corrective action.

Q.2 Chairman Thompson.  Think we need to be more specific about standards on items such as risk levels.

A. Mr. Brock. Think bill starts off right by requiring risk assessments.  Think the next logical step is what are the minimum things that need to be addressed.

Q.3 Chairman Thompson.  Should we have minimum standards?

A. Mr. Brock. Think the process of developing minimum standards should be included.

Q.4 Chairman Thompson.  Obviously OMB is not doing the job.  They are pointing to the agencies.  Maybe OMB is not the right one to be bird dogging this.  We can't tell how much is being spent on security.

A. Mr. Brock.  That is correct.  Think Ms. Gross' analogy about security and Y2K is important.  We have rarely gone to an agency with good computer security.  Think information security and computer security go hand in hand.

Q.5 Ranking Member Lieberman.  I take it you agree that a lot of computer security  issues are cultural or human.

A. Mr. Brock.  Yes.

Q.7 Ranking Member Lieberman.  Should there be accountability? (to Mr. Brock and to Ms. Gross)

A. Mr. Brock.  Yes.  Typically, accountability today does not extend into management.  In private sector, have found management is held accountable.  Also, in private sector found examples of accountability follow-up.

A. Ms. Gross.  Think GAO audits point out the need for agency training programs.  The issue of accountability is a lot more complex than we might assume.  Suggest we can identify areas where accountability can be administered.  Think agencies can work on cost accountability standards.

Q.8 Ranking Member Lieberman.  Think an objective of the bill is to raise consciousness of security.  

Do we need a stronger incidence response capability (to Mr. Brock)?

A. Mr. Brock.  Think the President's Plan focuses too much on intrusion detection vs. prevention.  We do strongly support sharing information.

Panel 3 Q/As

Q.1 Chairman Thompson.  Where does the President's Plan fit into what we are talking about?

A. Mr. Adams.  Fact is, the Plan is a bureaucratic compromise.  Requires more than a plan.

Chairman Thompson.  We are trying to do something that needs to be done.

A. Mr. Adams.  How do you force organizations to change.  Imposition of change  is the only way this can be done.

A. Mr. Watson.  The Plan is a plan and is an invitation to a dialogue.  Look forward to working with the partnership. 

Q.2 Chairman Thompson.  It has taken three years to get to this point.  You refer to an OBA (Office of Business Assurance).  Who is the person accountable to?

A. Mr. Adams.  It would be possible to have something outside of OMB.  What we see at the moment is the traditional organization approach.  There needs to be a mechanism to allow the dot.com companies to have input.  How can we make Government accountable and dynamic? Only place that can maintain this is the Congress.

Q.3 Ranking Member Lieberman.  Mr. Mitnick made the allegation earlier there is so much competition in industry that they are rushing equipment out the door that has not been optimized from a security standpoint.

A. Mr. Adams.  Need to have a market driven response.

A. Mr. Watson.  This is happening now.

Q.4 Ranking Member Lieberman.  Are some manufacturers building in security problems?

A. Mr. Adams.  Could see this in some countries.

Q.5 Ranking Member Lieberman.  Is there any way for a purchaser to determine if there is a bug in a software system?

A. Mr. Adams.  There are things you can do.  The sharing of information is critical.
Q.6 Ranking Member Lieberman.  What could we do to help the Government to be a model for computer security?

A. Mr. Adams.  Today, the Government is only spending 5% on technology compared to industry.

Q.7 Ranking Member Lieberman. Do we need to be targeting more Federal R & D Money?
A. Mr. Adams.  Private industry is moving very rapidly with new products.  Education and training are very important.  Should look at what is good for the country as a whole.

Q.8 Chairman Thompson.  How would you sell doing this on a national basis?

A. Mr. Watson.  Suggest give incentives to include security training.

Q.9 Chairman Thompson.  Would a cyber attack precede a real attack (to Mr. Watson)?

A. Mr. Watson.  Yes.  Could be attacked with cyber initially.  Could be in serious 

Trouble 

Q.10 Chairman Thompson.  You heard GAO's testimony on the need for Government to consider minimum security standards.

A. Mr. Adams.  This is a common arena throughout the world.  Think unrealistic to have a common standard.  The market will drive the standard.

For further information or if there are questions please contact John Ray at (202) 501-3473 or john.ray@gsa.gov 
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