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Executive Summary
The main drive of the e-government initiative comes from mandate of the President of the United States.  The vision of the e-gov initiative is to bring the Federal Government closer to the citizens by providing them with faster and efficient services. The first steps in this process have been taken through the launch of the Firstgov.gov portal to conduct government to citizen interactions on the web.

Interactions over the web occur in three different forms – publication, interaction and transaction. As the complexity of interaction increases their value to citizens increases too.  The increased complexity brings in elements  such as privacy, data security that create a perception of risk. The optimal use of e-transactions will be hindered if the critical issue of risk perception is not addressed.  The issue of the perception of risk can be addressed by building trust.

Our teams’ methodology on building trust encompassed benchmarking of other e-governance initiatives, review of technologies, review of citizen centric research for Maryland and interview of experts.  Our research has led us to conclude that trust, the most critical barrier for optimal usage of e-transactions, has two components that need to be addressed – uncertainty and vulnerability. From the government’s perspective, strategy and legal guarantees that reduce uncertainty and vulnerability would increase citizens’ confidence and trust in government. Research indicates that specific steps to build reputation include  ensuring consistency and transparency and  providing citizens with decision support tools during  transactions. 

The approach to increase trust must be comprehensive and must  involve citizens, government (organization) and the infrastructure. The citizens’ information should be held privately and securely while providing them  with a high level of customer service. The government’s business processes need to be reviewed to ensure that they are optimally organized to efficiently serve the citizens through the e-channel. Further, a streamlined portal that provides an optimal level of security required for the purpose of the transaction should be developed. The customer centric design of the portal will reduce citizens’ apprehensions about  the system and provide them with a seamless and safe experience, building their trust in the system during the process. 

Introduction
The purpose of this project is to address the federal government initiative that aims to transform government services in order to make them more citizen-centered The goal of this document is to provide an exhaustive analysis of citizens’ concerns about e-governance and their willingness to embrace e-transactions in their dealings with the US Federal Government and its agencies. 

This analysis is based on findings regarding citizens’ perceptions of trust in the security of data, transactions exchanged over the Internet and the technology that supports such exchanges.  The sources of these findings are:

a) Technology Research

Websites, materials on PKI and digital certificates, related websites.

b) Existing citizen-centered researches

Existing research on citizen preferences for the e-authentication process from University of Maryland, Maryland state government research and other relevant studies.

c) Expert Interviews

R.H. Smith Professors: Katherine Stewart, online trust expert; Venkatesh Shankar, online trust expert; Rebecca Hamilton, buyer behavior expert; Violina Rendova, reputation expert; Sean Broome and Theresa Rojas, SSA program analysts.

d) Benchmarks

Examined the research of the UK experience in implementing the E-Gov portal, analyzed the results and compared them to the US scenario.

1. Status of the E-Gov initiative

As part of the new Federal Government Reform, which aims to transform government services towards a more citizen-centric approach, the e-gov initiative acts as the most important tool for transforming and improving the relationship between citizens and the government.  The main objective of the reform is to create a government that “empowers States, cities, and citizens to make decisions; ensures results through accountability; and promotes innovation through competition”
.  

The E-Government initiative involves the use of the Internet to improve the delivery of government services to citizens, businesses and other government agencies, and internal effectiveness and efficiencies.  It will facilitate interaction with citizens by enabling them to interact with the government, receive information and make transactions based on their needs.  This initiative will integrate the currently separated services, consolidate those that are similar, eliminate redundancies, and use an integral solution, focused around the citizens’ needs.  Furthermore,  the e-government initiative will allow citizens to perceive improvements in quality, speed and cost of service delivery.  In short,  the main benefits of the E-Gov initiative are:

· Making government more accountable to citizens

· Bringing government closer to citizens

· Streamlining and achieving efficiency gains in the delivery of government services

However the success of this initiative depends on the acceptance and usage level among  citizens.  Therefore this report studied different research efforts and surveys that identified the citizens’ perceptions and the potential growth of this initiative.


The Qualcom study
 regarding the interrelation between citizens and the federal government services discovered the following characteristics of the citizens’ perception about the Federal Government services:

· Lines are blurred between:

· State and Federal Governments
· Government and bureaucracy

· Services are not top-of-mind

· No association or e-gov services with State Government

· Thought about / used only as needed

· There exists a perception that the Government is multi-layered and complex and therefore – a difficult entity  to communicate with.

There is a strong need to develop and communicate the new e-gov initiative.  The implementation of the e-gov initiative has enormous potential to change citizens’ perceptions by providing relevant information about the government’s services, empowering citizens to conduct transactions and creating awareness of the new government goals.  The public views this new initiative as an attempt to make government services easier and more accessible to citizens.  “Government seems progressive and up-to-date while maintaining a user-friendly and easily accessed service – simplicity”

The results of the Hart-Teeter survey
, conducted in January 2001, shows that the public vision of e-gov goes beyond a more efficient government; Americans believe the e-gov initiative could lead to greater government accountability to citizens.  Fifty nine percent of adults believe that more participation and more information are the most important benefits (36%:  Government more accountable to citizens, 23% Greater public access to information).  See Chart 1.
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This survey also shows that the e-gov initiative has the potential to reshape the public’s negative attitudes towards government.  Sixty one percent
 of the public believes that e-gov would have a positive effect on the way that government operates, compared to 56 percent in 2000.   44 percent of Americans felt that government was ineffective; 51percent of this group believe e-gov will have a positive effect on government. E-Gov could "raise the public confidence in government”.  
Only 11 percent of adults in 2000 expected a negative effect on government.


Internet usage has grown exponentially during the last decade. Citizens now have greater exposure to conducting transactions using the Internet.  By 2000, 63 percent of adults were Internet users.  Usage was  more prevalent among people under 50(72 percent).  However, although there is a positive effect on Internet users, there are major concerns about trust, security, privacy and confidentiality that are currently present in online transactions.  Potential concerns are: the possibility of hackers breaking into government computers, potential misuse of the personal information, and potentially less personal privacy.

Government sites that are already available (either local, state or federal) have experienced successful results compared with the private sector.  As can be seen in the National Technology Readiness Survey (2001)
,  more than half of American adults (55percent) with Internet access visited a government Web sites; 50 percent of users visited  a state or local government site and 33 percent visited  a federal government Web
site (see Table 1).  
Table 1:  Use of Government Web Sites
	Activity
	All online adults

	Visited some government Web site
	55%

	Visited state/local government
	50%

	Visited federal government Web site
	33%

	Conducted business with an E-Gov. entity
	21%

	Conducted business with local/state E-Gov
	16%

	Conducted business with Federal E-Gov.
	11%


Unexpectedly, the survey shows that more transactions are conducted with the government than with private companies..  It shows that 21 percent of adult Internet users had actually conducted business with a government entity online, compared to 20 percent of online bank transactions, 15 percent of credit card bills and 10 percent of online stock trades. See Table 2.

Table 2:  Comparison with private transactions
	Activity
	All online adults

	Conducted business with an E-Gov. entity
	21%

	Conducted bank transactions online
	20%

	Paid a credit card bill
	15%

	Traded stocks online
	10%


The gap between the users who visit government websites (55 percent) and the users who effectively conducted transactions online (21percent) is due to the lack of knowledge of the online services available.  The primary use of current government websites is to obtain information in the form of documents or calendars/ events information (see Chart 2.)  Therefore, the increase in the number of transactions conducted via the Internet is dependent on the awareness level among  citizens about the government services and the benefits received from the online transactions.   The two most popular online services are accessing  medical information from National Institutes of Health and  looking up candidates’ voting records
 (See Chart 3). 
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2. Forms of interaction with E-Gov
In recognition of the enormous potential offered by electronic delivery of government services, the President mandated the Office of Electronic government to encourage greater use of e-transactions.  Electronic service delivery (ESD), refers to alternative means of interacting with the government other than the traditional media – written correspondence, office visits etc, – for the purpose of this document, ESD will be referred to as the Internet media.  

Citizens are already accustomed to high levels of customer service in their dealings with businesses and have come to expect such services at all times, including during their interactions with the government.  Research into the experiences of a similar initiative, the UK government’s
 E-envoy, identified some issues regarding the promotion and adoption of e-transactions by citizens.  According to published reports on the e-envoy website, 86 percent of the 467 local authorities in the UK have websites. Of these sites:

· 58 percent offer informative value

· 34 percent offer content (with some interaction)

· 8 percent offer content (with advanced interaction)

· 0 percent are transactional 

A consequence of this findings is that the value of the transaction to citizens is highest for the most complex form of interaction – e-transaction.  The following factors are considered important in ascribing value to a form of interaction: 

· Ease of use 

· Affordability: no need to travel to complete the interaction

· Convenience: the freedom to conduct the interaction at any time (not restricted to office hours)

· Speed: ability to conclude the interaction in a short time

· Empowerment: the ability to control and have direct involvement throughout the process.
These attributes suggest that in ESD, the highest levels of value can be created for citizens through e-transactions even though they present the greatest challenge in terms of delivery and security.  What could be the reason for the low availability or adoption of e-transaction?  This report seeks to identify the factors that are of concern to citizens and that may prevent the uptake of e-transactions. The requirement for a two-way exchange of sensitive personal information between citizens and the government in e-transactions raises concerns about security, privacy and the integrity of the transactions.  These factors that go a long way in determining trust not only in the technology but also in the government’s ability to handle and manage the data provided by citizens.

Working within the framework outlined above, this report does not focus on other factors that can potentially prevent the uptake of e-transactions such as access to both a PC and the Internet, concerns about the type of technology or possession of basic IT skills needed for e-transactions.  The issue of having the prerequisite skills needed to conduct e-transaction will need to be addressed since the demographic shift indicates that the population of seniors will reach the 100 million mark in 2010. This group represents potential heavy users of e-government services, but many have low levels of IT literacy.  For this group,  continued investment in call centers may  be sufficient to meet their needs.

In order to realize or the promised benefits of ESD , the government must find ways to motivate citizens to adopt e-transactions and have trust in them. Since government is not a commercial enterprise, it lacks the typical incentives offered by businesses to encourage e-transactions – rebates, discounts etc.  To this end, it can appeal to the fiscal consciousness of citizens and tout the cost savings and efficiencies that e-transactions offer society as a whole.

Maintaining citizens’ trust in e-transactions would require continuous efforts aimed at providing the highest level of security – authentication and integrity of transactions. Privacy concerns would need to be addressed by implementing sound policy initiatives.  Such measures will help generate confidence in government’s electronic services in addition to encouraging their use.

3. Barriers to E-transactions
The following issues constitute the major barriers to increased, consistent use of e-government transactions.

· Access - do citizens have the means to access the online platforms, and if so, do they know how to use them?

· Location – do citizens know where government services exist on the web?  Can they find them?

· Internal Communication – do agencies view e-government as a critical element or a technological complement?

· Trust – do citizens feel comfortable using e-government services?  Do citizens trust in those services?

From all of these, the fourth concern, trust, is the most crucial obstacle to be overcome in encouraging e-government transactions, because it is critical to not only build traffic to e-government sites, but also to sustain traffic.  Thus, the discussion in this section focuses on the barriers to building citizen trust in e-government services.


The government must first communicate honestly about the types of risks associated with e-transactions. Chart 4 outlines different types of transactions and illustrates the increasing value associated with more complex transactions.  



It is also important to consider that risk, and not simply value, increases with increasingly complex transactions.  The government must develop a framework that guarantees the security of citizens’ online transactions, while at the same time providing transparency to encourage citizens’ usage.  A set of authentication policies and procedures must exist in order to create this sense of security and transparency.

Creating guidelines and technologies for security are not enough to create trust.  Policies must also exist that outline protections and uses for personal information.  Citizens have concerns about what will happen to their data once they have supplied it.  Will it be protected?  What if there are errors in the government’s technology?  Will their information be sold to third parties?  Will the government use their personal information against them?  It is critical for the government to create a policy that relies on technologies that will minimize errors in data transmission and storage.  The policy must also guarantee that citizens’ information will only be used in ways in which it is authorized for use by the citizens.

Protection of personal information will pose an increasingly difficult problem for government.  This is due to the fact that e-transactions create more information for and require more information sharing among government departments.  Security procedures need to carefully outline and monitor every step in the data transfer process.

Another barrier the government faces in increasing e-transactions is that it has little history in the areas of branding and advertising.  Both practices are commonly used in the private sector to build consumer trust, and as a result, usage.  While brands and advertising can help the government build trust if done correctly, an inappropriate approach in these areas can do more harm than good.   It is critical that the government understand how the concept of trust is best supported by these practices.

4. Perception of Risk
Real and perceived risks must be addressed in offering online government services in order to reach the trust goal.  The barriers addressed in the above section are identified as real risks faced in the e-transactions.  Perceived risks are those that exist in the citizens’ minds, due either to prior experience with online transactions or to lack of experience with online transactions.

A University of Maryland study identified two specific types of perceived risk: privacy risk, and security risk, The first type of risk requires the government to provide assurances that citizens’ personal data will not be misused.  The second type of risk requires a government guarantee that any data transmitted is secure and that no one else can access it or misuse it.  The following points were conclusions made as a result of the study.  The conclusions outline ways in which the government can reduce citizens’ perceptions of risk.

· Level of experience does not affect citizens’ perceptions of privacy or security. This conclusion showed that increased use of the Internet did not affect citizens’ risk perceptions about conducting transactions on the Internet.  This suggests that the government cannot assume that, simply because more people are already using the Internet, perceptions of risk associated with online transactions will be reduced.
· A large customer base reduces amount of risk perceived in an e-transaction. 
A large customer base helped to reduce perceptions of both privacy and security risk.  As such, it would make sense for the government to promote the number of citizens who already use its online services.
· A defined, good reputation reduces perceptions of risk. While this conclusion may appear obvious, it does stress the importance of maintaining any positive reputation characteristics.  This may require that the government provide strong links between its physical entities and its online entities, in addition to providing links between its agencies with a history of customer service successes to its agencies without such history.
· Mass media and word of mouth are effective at reducing risk for different populations. Traditional mass media channels, such as advertising, can be very helpful in promoting awareness of the availability of e-government services.  The study found that word of mouth was even more effective in promoting trust in online services. 

5. Trust as the Main Driver of E-Transactions
The study of the perceived risks led to a broader study of trust, required in order to support the e-transactions with the government through Internet.  Trust is defined as a bond that is built between two interacting parties – an entrustor and a trustee. Trust is usually built, over the long run, through a series of interactions when the trustee has demonstrated competence and therefore proven their trustworthiness to the entrustor. Most relationships transition from distrust to contingent trust and finally to trust.  Therefore, it is important to recognize that trust is dynamic – it is a very important subset of situations.

Research on this topic indicates that two elements lie at the core of trust relations 

1. Uncertainty – The inability of an actor to predict the outcome of an event because he or she lacks information about the intentions and competence of another actor who directly controls this outcome.

2. Vulnerability – The amount of risk an actor incurs by engaging in a particular interaction and is a function (non-linear and increasing) of the proportion of the actor’s total assets that are at stake in the interaction.

When managing trust relationships, choices can be made in terms of the elements to be managed. In traditional societies, people focused on reducing their uncertainty. Modern day societies require the management of uncertainty as well as vulnerability.  The increase in scope is due to more frequent contact with strangers in the modern society.

If information is available and inexpensive, people reduce uncertainty before deciding whether it is necessary or desirable to reduce vulnerability and the best course of action to do so. In modern urban society, strategies based on the reduction of vulnerability have become cheaper, more effective and more socially acceptable than they once were.

The forms of trust relations can be characterized by the presence of absence of four factors: 

1. Vulnerability: When two parties are interacting, it is important to determine objectively if they are vulnerable to each other.

2. Uncertainty – In many situations, entrustors are uncertain about the intentions and competence of trustees and therefore also about the outcome of their interactions.

3. Ability to appeal – In some situations, it is possible for the trustee, once their uncertainty and vulnerability is acknowledged, to direct their concerns.

4. Right to influence intentions and behaviors – An entrustor sometimes has the right to attempt to influence the intentions and behaviors of the trustee. In other cases, trustee has neither an obligation nor a need to negotiate.

Based on the above characteristics, four fundamental types of trust relations exist. These are faith, confidence, legal trust and trust/distrust. In each instance, the first characteristic is present – people are vulnerable to each other.
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Faith – When a person believes that the trustee is certain to act in his or her interest and continues to believe this, despite information about conflicts of interest or evidence of the hostility or indifference of the trustee, he or she is acting on the basis of faith. For example: Some parents are likely to have faith in the physician caring for their hospitalized infant. They are more likely to attribute setbacks and bad outcomes to uncontrollable factors such as preexisting medical conditions than to variations in the skill or devotion of the medical staff.

Confidence – If people perceive their vulnerability and feel uncertain about trustees’ intentions but cannot direct these feelings to any particular person, their choices are rather limited. Such interactions, based on confidence, are rather common for relatively powerless people interacting with stronger people or organizations.

Legal trust – When a person feels vulnerable and uncertain and knows that the trustee is supposed to listen but discovers that no one will do more than listen. The situation resembles the legal arrangement of a trust, where trustee’s obligations are legally fixed and not subject to negotiation. Trust relations that fall in the category of legal trust rather than confidence are only a small improvement from the point of view of the entrustor as the losses accrue largely or solely to the entrustor of the beneficiary. Relations between individuals and corporate bodies are often similar in form to legal trust.

Trust or distrust* – In this relationship, interaction occurs either when entrustors are reasonably satisfied that trustees are unlikely to violate their interests (trust) or when they have safeguarded those interests to the point where they need not worry as much about others’ intentions or competence (distrust).

*Note: “Distrust” is this context is a method of handling trust problems by reducing vulnerability. In this research, trust involves reducing uncertainty while distrust involves reducing vulnerability.

The next section focuses on trust relations that are most common between large actors such as organizations/governments and individuals; these relations are usually based on inequality of power.

Inequality between Government and Individuals: Confidence and Legal trust.  
Interactions between government/corporations and individuals are most often based on confidence or legal trust. The following figure is a representation of how trust relations are typically managed between these two kinds of actors. From an e-governance perspective with an individual as an entrustor, he or she must interact on the basis of confidence or legal trust. 

[image: image5.png]Table 4: Trustee and Entrustor relat

ENTRUSTOR TRUSTEE
Public Government

Public Building Trust Confidence! Legal Trust

Government Distrust Building Trust








The basis for the natural state of these relationships is based on the power of the interacting entities. In the case of large organizations such as government interacting with individuals, governments can insist that individuals supply them with information while supplying relatively little data in exchange. Differences between government and individuals in information collection, storage and processing capacities- topics especially important in managing trust relations- magnify the existing inequalities. Lacking good information and having very limited options in terms of choosing government for interaction, people have little choice but to accept their own uncertainty and vulnerability and interact on government’s terms.

Further, it is hard to hold governments accountable when they break contracts. This is due to the fact that the component parts of government are positions, not the people who occupy those positions. The separation of actor from position and the slippage between role and role incumbents’ facilitates interaction based on confidence or legal trust.

The Role of Reputation for Reducing Barriers towards Confidence: 

Generally speaking, one of ways to reduce barriers to trust formation is reputation. Reputation is defined as awareness, knowledge or recognition of an entity. Visibility of an entity and its contribution towards generating referral can make reputation an important element in lowering barriers for building confidence in the entity.

From the government’s reputation perspective, as it stands today, it would be important to focus on its service level and electronic processing capability considering the scale of the whole system. This can be explored further in terms of responsiveness, ease of use including the ability to understand government lingo, value addition from the services, privacy and information protection etc. Some of the specific enhancements to the e-government experience from an individual standpoint that would lower the barriers are:

· A road map of the transaction – This feature would make it simpler for the individual to understand the transaction.

· Display the authority and agency handling the transaction – During the transaction and after the transaction, provide transparency into specific agencies with appropriate authority dealing with the information collected during the transaction.

· Describe incentive – Make the individual aware of the benefits they would obtain by entering into a transaction on the web rather than through other modes of interaction.

· Things government would never engage in – Information about things that the government would never do with the information gathered during the interaction would reduce vulnerability of the individual

· Availability of decision support tools – A tool that would guide the individual through the transaction and make it simpler for them to make decisions that would reduce their uncertainty. (E.g. use of dialogues in tax software)

· Prevent leakages and personalization – It would be important to take steps to prevent leakages and personalization. 

An important component when managing reputation involves having a contingency plan for damage control in case of unexpected events. The plan could involve identifying and hiring a public relations firm that could be called upon managing crisis.

Questions about trustworthiness have always plagued and will continue to plague us as a society. Trust is efficient, but those situations in which it seems safest to trust are also those in which betrayal is most tempting. Therefore, there is a natural tension between desire for trust and anxieties about the wisdom of trusting.

Trust being dynamic, the strategies for managing trust have dynamic properties. It is crucial not only to ask whether trust is possible but also how it comes to be possible. Trust problems arise from vulnerability to others and uncertainty about their intentions and competence; manipulating one or the other of these factors solves trust problems. Reduction of vulnerability has become more feasible through the introduction of modern tools such as insurance, which in effect has made possible exchanges that might otherwise be considered too risky.

From a historical perspective, as society has evolved, trust has arguably become less common while confidence, legal trust and building trust have all become more common. From an e-government perspective, citizens being entrustors and government being the trustee, the government should focus on building confidence or guaranteeing legal trust.

6. Analysis and Recommendations

Our conclusions and recommendation are based on the assumption that public trust is the main driver to implementing and encouraging e-transactions between the citizens and the government.  From the initial surveys important facts that characterized the current E-Gov initiative are:

· Citizens are unaware of the legal guarantees that exist in government

· Continue to focus on building citizen trust

· Critical to tie “bricks” identity to e-identity

· Complement technology with human touch

These facts led to the following questions, which drove this reports recommendations:

· How do we reorient government agencies to the demands of citizen-centric service delivery?

· How do we address citizens’ concerns about e-transactions?

· What are the legal implications of e-transactions?

· How do we market the dependability of the technology?

· What methods of communications do citizens deem trustworthy? 
In order to address these questions, this report outlines a set of recommendations based on a policy framework that is oriented to the three main factors required to support the e-gov initiative.  These three main factors are the citizens, the organization and the technologies.  Each of them has a different role when analyzing e-gov interactions, and their interrelation.  
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6.1. Citizens

6.1.1. Security
Citizens are concerned that the data transmitted over the Internet is not secure. They also worry about the means necessary to establish their identity in an electronic medium in order to conduct e-transactions.  Different authentication schemes are presently available, most notably digital certificates (PKI).  A decision has to be made on which one to adopt.

6.1.2. Privacy
Citizens are concerned that personal data provided to the government might be misused or disclosed to unauthorized persons. The government already has several laws to ensure that citizen’s civil liberties are not violated by ESD. Some of the laws include the Privacy Act, Freedom of Information Act, etc. Government needs to increase citizens’ awareness of the adequacy of these laws to protect their privacy.

Internally, government will have to adopt policies for all agencies relating to:

1. Purpose for which the data is being collected

2. Who is authorized to collect sensitive personal data

3. Where the data will be maintained and for how long

6.1.3. Fulfillment and CRM
Citizens desire to have some form of verification of the transaction in the form of mail notification, receipt etc. This will help relieve fears related to the possibility of the transaction being intercepted other entities. 

There is also the need for customer relationship management to help address questions or issues citizens might encounter during e-transactions. Some of the prominent tools that can be explored in an e-transaction environment include: FAQ.s, online help, call centers, or online chat rooms. 

Citizens still desire some form of human interaction with government, which is evident from the fact that the telephone remains the dominant form of interaction with the government.   Help and assistance will be critical in the initial phases of the e-services’ rollout to ensure rapid adoption. Thus, it will be important to maintain comparable levels of spending in recruitment and training of service representatives, CRM software, licensing etc.

There should be a coordination of budgeting for e-transaction infrastructure with a proportionate level of spending for CRM. The UK government plans on hiring as many as 3000 CRM reps by 2005 to handle the demands of its e-transaction initiative. One can only speculate the US is going to require more than ten (10) times that number. (What  if population is only 3-5 times as big?)

Effective use of the telephone and other traditional channels should be used to support e-transactions (e.g. all government correspondence could refer the e-gov link for conducting e-transactions).

It will also be important to maintain a call center with staff dedicated to handling queries of any nature and pertaining to any department that the customer may be interacting with.  The call center team will need to have the expertise necessary to analyze and prioritize issues and work out solutions.

A combination of online as well as personal interaction is important in supporting the e-gov initiative.  The online platforms could be in the form of E-mail or interactive chats.  It is also important to retain the personal touch, at least during the transition phase when customers are just getting used to the idea of electronic transactions.

Providing customer service comes with its own set of challenges, the key issues being cost, responsiveness, quality and volume of transactions.  The main components of cost include decisions on outsourcing v/s developing in-house competence, hiring and training of representatives and implementation of software.

This report includes a computation of the approximate number of employees needed to set up a call center based on projections on the use of this service. 

Chart 6:  Current situation and Future delivery of government services
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6.2. Organization
6.2.1. Business Process Re-engineering
Government agencies will be affected by the changes in their service delivery.  They must adapt their background business processes to effectively reflect the way they will address the services supported by Internet.  There will be a high degree of business integration, especially on the authentication process.  Having a centralized portal will allow the agencies to share the authentication functionality with other agencies.   This will benefit those agencies that have not built the online service that require authentication.  In addition this will provide a standardized process that will generate improvements in the general management of the federal agencies.  Therefore, it is necessary to have a set of policies that will delineate the shared functionality from the independent functionality.  These policies should address the level of data sharing with associated security (i.e. encryption methods), and the verification processes that enforce the fulfillment of these policies.

As this new type of business grows, and provides the benefits of better information management, there will be new reengineering processes that would be implemented within each agency.  Specifically, reengineering of internal processes that will support e-services.  As this process becomes more important, it is expected that internal resistance to change by the members of each agency will increase.  This resistance could be detrimental to the cause of the e-gov initiative.  In order to overcome this challenge the agencies must ensure stakeholder buy-in. The OEGT (Office of Electronic Government and Technology) with the help of other agencies could formulate these policies. 

It is conceivable that the benefits of e-transactions will include the need for less government employees in its delivery of services. Naturally, there will be increased employee anxiety regarding their job security.  Policy measures will need to be taken to ensure that this does not demoralize employees.  Such a situation can be counter productive as the high levels of customer service necessary for e-transactions requires highly motivated employees. Moreover, adequate training will be needed to provide the skills needed by government employees in their attempt to provide e-transactions.

6.2.2. Legal framework: 
The e-gov initiative promises to bring every agency together to serve the citizen better by being more citizen-centered. On the other hand this also makes possible the unwarranted exchange of personal information between the agencies. A citizen’s exchange of his or her financial data with the IRS does not mean that he or she would be comfortable with the idea of IRS sharing the data with FBI. There could be numerous other examples where citizens could be alarmed with the idea of their information being “so out there!”

A comprehensive policy on the information sharing of personal data between various agencies has to evolve with customer buy-in. The citizens should always be made explicitly aware if their information could be shared. Their consensus could be sought in form of check boxes on the web page forms and they must be sent an automatic email a couple of days in advance before their data being released to any other agency. 

One of the keys to getting citizens to participate in an e-gov system is to effectively communicate the policies that will address the confidentiality of the data that customers provide.  Citizens should be aware of the government effort to secure and protect the citizens’ privacy in order to gain their trust.  The privacy policy and the government seal of approval need to be publicized.  The messages must be consistent and communicated via media that is viewed as credible and trustworthy.  Customers can also be contacted by direct mail.  Citizens are likely to view a letter/written communication from a government office as more credible than other means.

The Office of Electronic government should recommend the establishment of an office responsible for guarding the privacy of citizens across agencies. Such a move will go a long way in assuaging fears of citizens regarding how their personal data is being handled.

6.3. Infrastructure
6.3.1. E-Authentication Process – Gateway
For the authentication process, a centralized authentication gateway is a critical step. This gateway has to go beyond just the customary login and password method employed by most web-based security procedures. Citizens should be able to login to the central e-gov website and upon authentication they will be given access to web pages of individual government agencies. The centralized nature of the gateway ties in with the other set of recommendations regarding the central e-gov website.

Chart 7:  Proposed navigation and authentication scheme 
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Agencies will determine a level of “Risk Perception” associated with every service/transaction they provide to the citizens. An integer value of 1-5 should be assigned to every service/transaction, with 5 being the riskiest and 1 being a routine non-sensitive service/transaction. There will be a central authority, which would determine the service levels of each transaction based upon the inputs from various agencies. 

Apart from the service levels associated with various agencies, these levels will be associated with citizens too. (E.g. an agency could deny a citizen a level 5 access to any of its services based upon the citizen’s past records.) [Need caption and consistency]
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These levels will serve the purpose of quantifying risk. Technological resources like bandwidth, hardware and processing time could be accordingly allocated to varying degree of security threat perceptions. Also different technologies like PKI, Digital certificates and Encryption could be employed to serve different levels. Some of the technologies could be made mandatory standards for high service level transactions. 

Upon the first time central- authentication at the Gateway, the citizen would be given access to a particular level of service. For example, if the citizen were granted a level 3, he or she would have access to level 1, 2 and 3 services/transactions and not to level 4 or 5 services/transactions. If at any point of time the citizen needs to access a 4 or 5 level of service the individual website must force the citizen to go through the authentication process again or else he or she would not be able to get access those high level services. 

Finally the process of authentication at the gateway should be completely transparent to the user and she should not be given messages like “you are currently being authenticated at the gateway” since this would be unnecessary, would interfere with the user experience and would not make user become any more comfortable. 

In order that all the agencies come across as “consistent” this process should be common to all the agencies. Citizens’ trust in technology is a big driver of their trust. Investment in risk formulation, business process re-engineering and subsequent technological resource allocations would be worthwhile. The changes required at the individual agencies will be worth the effort and would not disrupt their normal interaction with citizens.

7. Conclusions:

Research suggests that there is large potential for e-governance, creating a channel that would bring the Federal government closer to citizens by increasing the speed and efficiency of their interactions. In order for e-government to reach its full potential, there are several barriers it must overcome.  The most critical and immediate need to be addressed is the issue of trust.  The government must instill confidence in its citizens that their information is safe if provided during an e-transaction.  The recommendations listed in this report are crucial first steps in building this trust and cover three areas: citizens, organizations and infrastructure.  Citizens should feel confident that their personal information will be secure and their privacy will be protected, while the government provides a high level of customer service. From an organizational perspective, the existing business processes need to be aligned with the specific needs of e-transactions.  A legal framework should be implemented in order to provide citizens with another level of protection.  Infrastructure requirements dictate that there should be a centralized e-authentication process and a streamlined gateway.
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Chart 4:  Complexity increases with level of services
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