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SUMMARY

The Subcommittee on Government Efficiency, Financial Management and Intergovernmental Relations of the House Government Reform Committee conducted a hearing on September 26, 2001 on: Information Technology--Essential Yet Vulnerable: How Prepared are we for Attacks?

Subcommittee Chairman Steve Horn conducted the hearing.  Representative Carolyn Maloney attended the hearing.

Witnesses were:

· Joel Willemssen, Managing Director, Information Technology Issues, General Accounting Office.

· Richard Pethia, Director, CERT centers, Software Engineering Institute, Carnegie Mellon University.

· Michael Vatis, Director, Institute for Security Technology Studies, Dartmouth College.

· Ronald Dick, Director, National Infrastructure Protection Center (NIPC), FBI.

· Mark Seetin, Vice President, Governmental Affairs

New York Mercantile Exchange

· Harris Miller, President, Information Technology Association of America.

Significant issues discussed during the hearing included:

· GAO's most recent review of 24 major agencies continues to show significant weaknesses in computer systems in each of the agencies.

· A major impediment to implementing the strategy outlined in PDD 63 is the lack of a national plan that clearly delineates the roles and responsibilities of Federal and non-Federal entities and defines interim objectives.

· Attack methodology is becoming more sophisticated.

· A general trend in cyber attacks is that attackers are increasingly taking advantage of vulnerabilities.

· There is little evidence of movement toward improvement in the security of most products; software developers do not devote enough effort to applying lessons learned about the sources of vulnerabilities.

· It is clear we are reaching the limits of our reactive solutions.  The number of vulnerabilities in commercial off-the-shelf software is now at a level that is virtually impossible for any but the most resourced organizations to keep up with the vulnerability fixes.

· Many of the problems reviewed by the NIPC could have been avoided if system administrators had downloaded and installed software patches.

· There is the potential for certain Internet functions to be vulnerable to attack such as domain name servers.  This has not had a high priority.

· A "Manhattan Project" is needed to harness our technical strengths to combat terrorism.

The remainder of this report includes key points from the Opening Statement, Witness Statements and Questions/Answers.

CHAIRMAN STEPHEN HORN OPENING STATEMENT

We have known for several years that our Government's critical computer systems are as vulnerable to attack as airport security.  In 1997, the GAO place the security of Government computers on its Governmentwide High-Risk List.  In 1998, the FBI formed its National Infrastructure Protection Center (NIPC) to gather information on computer threats and issue timely warnings about those threats.  It is now 2001, and the Government has made little progress in addressing computer security threats.   Are we going to wait until these vital systems are compromised--or worse.

During the recent crises in New York and Washington, we found that the nation's communication systems were not as strong as they needed to be.  But imagine the repercussions if attacks on the Federal Government's critical computers were equally successful.  National defense, communications, transportation, public health and emergency response services across the nation could be crippled instantly.

In addition to the threat of physical assault, the nation's IT systems are already under cyber-assault.  Following the terrorist attacks in New York and Washington, the "Nimbda" worm attacked computer systems around the world.  "Nimbda" shut down banks in Japan, multinational corporations and some government systems in the U.S., such as Fairfax County.  On Monday, a new worm was unleashed on computer systems.  These attacks are increasing in intensity, sophistication and potential damage.  Is the nation ready for this type of terrorism?  Will its basic communications and computer infrastructure withstand a major assault?

WITNESS STATEMENTS

Joel Willemssen, GAO

Business continuity planning is dependent on contingency planning and actual tests of contingency plans.  Common weaknesses include incomplete plans, testing and program management.  The mention of business continuity planning was in reference to the recent tragic events at the World Trade Center and the Pentagon.

The Government Information Security Reform Act (GISRA, Sections 1061-65 of FY 2001 National Defense Authorization Act) requires annual independent evaluations of agency IT security programs and a report to the Director, OMB.  The Director is required to submit an annual report to Congress that summarizes the annual security reports received from agencies.   This is a very important new legislative requirement.

Their most recent analysis (April 2001) of reports published since July 1999, continue to show significant weaknesses in Federal computer systems that put critical operations and assets at risk.  Weaknesses continue to be reported in each of 24 agencies covered by their review that covered six major areas of general controls:  (1) Security program management, (2) Access controls, (3) Software development and change controls, (4) Segregation of duties, (5) Operating system controls, and (6) Service continuity.

The GAO has begun to investigate critical infrastructure planning under Presidential Decision Directive 63 (PDD 63).  This review has been limited, and progress in implementing PDD63 in certain key areas has been limited.

Although the NIPC has initiated a variety of critical infrastructure protection efforts that have laid a foundation for future Governmentwide efforts, it has not developed the analytical and information sharing capabilities that PDD 63 asserted are needed.

A major impediment in implementing the strategy outlined in PDD 63 is the lack of a national plan that clearly delineates the roles and responsibilities of Federal and non-Federal entities and defines interim objectives.

In their report on combating terrorism, issued last  week (Combating Terrorism--Selected Challenges and Related Recommendations, GAO-01-822, September 2001), the GAO recommended that the Assistant to the President for National Security Affairs ensure that a more fully refined strategy to address computer-based threats be developed that addresses this impediment.  It will be important that this strategy be coordinated with the counter-terrorism efforts underway by the newly established Office of Homeland Security.

Richard Pethia, CERT

· Vulnerable software is a major concern.  This vulnerability is caused by software designs that do not adequately protect Internet-connected systems and by development practices that do not focus sufficiently on eliminating implementation flaws that result in security problems.

· There is little evidence of movement toward improvement in the security of most products; software developers do not devote enough effort to applying lessons learned about the sources of vulnerabilities.  We continue to see the same types of vulnerabilities in newer versions of products that we saw in earlier versions.  Until customers demand products that are more secure or there are changes in the way legal and liability issues are handled, the situation is unlikely to change.

· Technology users can not keep up with patching systems.  They are challenged with keeping up with all the systems they have and all the patches released for those systems.

· Attack methodology is becoming more sophisticated.  The Code Red worm spread around the world faster than the so-called Morris worm in 1988 and the Melissa virus in 1999.  With the Code Red worm there were days between the first identification and widespread damage.  The Nimbda worm caused serious damage within an hour of the first report of infection.

·  It is clear we are reaching the limits of effectiveness of our reactive solutions.  The number of vulnerabilities in commercial off-the-shelf software is now at a level that it is virtually impossible for any but the most resourced organizations to keep up with the vulnerability fixes.

· It is important that industry ships software that is safe for use by today's average users.

· We must develop new software engineering techniques.  Vendors must provide systems and software that constrain the execution of imported code, especially code that comes from unknown or not-trusted sources.  Vendors need to be proactive and adopt known effective software engineering practices that dramatically reduce the number of flaws in software products.

· Today there is a real shortage of security technical specialists.   The recent Government identification and support of cyber-security centers of excellence and the provision of scholarships that support students working on de4grees are steps in the right direction.
Michael Vatis, Institute for Security Technology Studies (formerly Director NIPC)

Believe that the threat of an attack on the Internet and our critical infrastructures is higher than it was before the September 11 attacks on our country.

With regard to general trends in cyber attacks, including those with no apparent political motivation, the overall sophistication of computer attacks has been steadily increasing.  Whether motivated by financial gain or simply the challenge of breaking through defenses, attackers have been gradually ratcheting up the quality of their attacks for years.  Furthermore, the wide and rapid dissemination of new exploit 'scripts' has made it possible for even unsophisticated programmers to take advantage of these advanced techniques.

A general trend in cyber attacks is that attackers are increasingly taking advantage of vulnerabilities.  Buffer overflow attacks have become more and more popular, and they are now the favorite among hackers of all skill levels.

In recent weeks there has been a proliferation of worm attacks.

In June 2001, a computer security company identified a weakness in a popular web server program that could lead to a buffer overflow exploit.  The company published a benign exploit to demonstrate its point, but with days of the initial report, a malicious program exploiting the identified weakness was making the rounds in the hacker world.  Less than a month later, the Code Red worm appeared.  Several weeks later, the Code Red II worm was created, employing the same mechanism but this time leaving behind a back door that would allow any hacker to gain control of the infected machine.  Recently, the Nimbda worm appeared using a combination of Code Red’s implanted back door and other weaknesses to maximize it record-setting propagation.

Mr. Vatis suggested a “Manhattan Project” is needed to harness our technical strengths to combat cyber terrorism.

Ronald Dick, NIPC

Over the past three years, they cultivated a number of initiatives that have developed into increased capabilities, all of which are being actively used to mitigate the terrorist threat and to prepare our response to the events of September 11.  The NIPC has developed InfraGard into the largest government/private sector joint partnership for infrastructure protection in the world.  They have taken it from a few dozen members to over 2,000 partners throughout every state in the union.  The NIPC also reaches out to the entire public with its Website at nipc.gov, which has provided users with significant warnings about cyber threats and vulnerabilities.

They provided information systems security advice through their Website, through InfraGard and through their other partnership to better protect the public from the Nimbda worm.

Their Website provides the public with the ability to report computer attacks and intrusions online, simply by filling out and submitting an Incident Reporting Form.

The NIPC also provides policy and decision-makers information about current events, incidents, developments and trends related to critical infrastructure protection through its monthly publication called Highlights.

The NIPC’s Watch Center operates around the clock and communicates daily with the Department of Defense and its Joint Task Force for Computer Network Operations.

They are strong partners with the General Services Administrations Federal Computer Incident Response Center, FedCIRC to further secure our Government technology systems and services.

Their multi-agency team works with Information Sharing and Analysis Centers throughout the U.S., including those who represent the Financial Services Sector, the Electric Power Sector, the Telecommunications Sector, the Information Technology industry and the computer software anti-virus industry.

The NIPC manages all computer intrusion investigations nationwide for the FBI, both on the criminal and national security side, to include terrorist cyber activities.

Mark Seetin, New York Mercantile Exchange (NYMEX)

The NYMEX is the world’s largest energy futures exchange.  It is located at the World Financial Center, within yards of the disaster center on September 11, 2001.

They were forced to shut down that morning and resumed a limited session the afternoon of September 14, using backup power generation and their Internet-based after-hours trading system which had recently been migrated from a closed “frame relay" system.

The NYMEX Website was the central point of contact with the public, trading firms and employees.  Instructions were posted on the Website to inform traders regarding the special electronic trading session on September 14.  A customer service center 800 number was posted on the Website to provide more detailed assistance.

They resumed “pit” trading at 11:00 AM on September 17 after Herculean cleanup efforts.

Lessons learned included:

· Having a backup computer system nearby can present a problem.  Their backup computer system was damaged on September 11.

· Their single most valuable item was their corporate Emergency Contact List.  Also compiling telephone, fax, email and cell phone contacts in Federal, State and local emergency management agencies and law enforcement was crucial.

Harris Miller, ITAA

Mr. Miller made a number of comments related to follow-up from the attacks on the World Trade Center (WTC):

· The Internet provided a way around voice telecommunications in the hours following the attacks on the WTC.

· Companies and organizations learned from the WTC that business contingency planning is very critical to maintaining business continuity.

· The ITAA and other commercial organizations met with representatives from the National Security Council to discuss lessons learned on how to overcome or recover from business operating problems caused by a WTC-like event.

· The ITAA believes the export policy on encryption should not be rolled back.

· The pending Executive Order on Critical Infrastructure Protection in the Information Age that would establish a Critical Infrastructure Protection and Continuity Board should move forward.

QUESTIONS/ANSWRS

Q.1.  Chairman Horn.  When PDD 63 was developed, were the GAO and the FBI asked to comment before it was issued?

A. Mr. Vatis.  PDD 63 was preceded by the President’s Critical Infrastructure Protection Commission Report.

Q.2  Chairman Horn.  Does PDD63 need expansion?

A. Mr. Vatis.  The main problem was the lack of resources to go with assigned responsibilities.  Many agencies considered that PDD 63 was an unfunded mandate.

A. Mr. Pethia.  We are getting further behind in research to meet security needs of the future.

Q.3 Chairman Horn.  How do we deal with this?  Do we need teams?

A. Mr. Dick.  Believe we can work through teams to define security needs.

A. Mr. Miller.  Think R&D is very important in moving forward.

Q.4 Chairman Horn.  What role do you see for NIST?

A. Mr. Miller.  Should not be totally centered in NIST in terms of R&D planning.  Need to avoid duplication of research that is being done in industry?

Q.5 Chairman Horn.  What is needed to protect systems?

A. Mr. Pethia.  We have begun to use Internet for purposes beyond what it was originally intended such as withstanding attacks from outside.  We have a huge installed base.  We need to consider ways to build more robust systems.  There will be a slow down in production to develop new techniques, but this should be more productive in the long term.

Q. 6  Chairman Horn.  We have seen there is need for the Government to be more efficient in its planning.  What do you think about having the responsibility for this in the new Office or Department of Homeland Defense?  OMB is too busy.  If not, what do you see to help bring this together?

A.  Mr. Miller.  Continue to suggest there is need for an IT Czar.  Need something like Y2K.

Q.7 Chairman Horn.  What actions are most important for agencies?

A. Mr. Pethia.  Agencies need to do a complete inventory of systems including an analysis of agency missions/functions and relate that to critical needs.

A. Mr. Dick.  Agencies need to identify the top ten vulnerabilities.  Have found that many of problems reviewed by the NIPC could have been avoided if system administrators had downloaded and installed software patches.  This is even more of a problem today.  Think it is important to teach people good IT security practices.

Q.8 Chairman Horn.  What about the Internet?

A. Mr. Vatis.  There is the potential for certain functions to be vulnerable to attack such a domain name servers.  The problem is the lack of priority and resources on domain address issues.  This needs to be fixed.

A. Mr. Pethia.  Agree things like Domain servers need to be fixed.

Q.9  Chairman Horn.  We need t have more facts on what needs to be fixed.

A. Mr. Willemssen.  The data agencies are reporting on IT security expenditures varies significantly by agency which helps to show the different priority being placed.

A. Mr.Miller.  Believe the redundancy of the Internet helps regarding vulnerability of the network.  Also, we have learned through the WTC that redundancy in the same building is not really redundancy.  Think agencies need to ask questions redundancy planning.

A. Mr. Seetin.  Redundancy planning was brought to the forefront by the WTC.  We have taken steps regarding backup planning by location.

Q. 10  Chairman Horn.  Any further advice to the Government?

A.  Mr. Willemssen.  To the extent agencies have contingency plans, they should take a look now and start planning for budget needs.

A. Mr. Pethia.  Agree re need for contingency planning.  Also, agree with Mr. Miller that an IT Czar is needed.

Q. 11 Chairman Horn.  How difficult is it for industry to get more of the capability in before software is released?

A.   Mr. Miller.  Believe that companies go out of their way to include good security practices in software designs.  The problem is many software patches were available but had not been installed.

A. Mr. Pethia.  A key problem is getting a buy-in by users.  We are intensely divided on how to move forward now on what is needed for specific follow-up.  Have to get in the head of users to adapt good security procedures.  System administrators are faced with ensuring this all takes place.

Q. 12 Chairman Horn.  Would think there are enough examples from September 11, 2001 on the need for improving IT management.  Would think that people in various professional areas would want to work on this.

A.  Mr. Vatis.  Don’t think education will be a panacea.  Am afraid we have had many wake-up calls, yet we still see vulnerabilities.  Think part of problem is the state-of-the-art today is not good enough.  One solution is to come up with security technology that is easy or easier to use.  Government-funded R&D is important on this.

Q. 13  Chairman Horn.  We can’t anticipate what may lie ahead.  The nation has been placed on alert.  This should be a higher priority.  Homeland Defense and OMB will have key roles.

If there are questions or for further information, please contact John Ray at (202) 501-3473 or john.ray@gsa.gov.
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